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				Security Risks of Open-Source Software & Mitigations to Overcome Them











Hacked VMs Reveal New Attack Risks
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Decade-Old Linux 'wall' Bug Threatens Password Security
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CoCo VMs Will Now Panic If RdRand Is Broken in Linux 6.9



[image: 19.Laptop Bed Esm H115]





Latest Ubuntu Beta, Other Linux Distro Releases Delayed by xz-utils Vuln
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 2024-099-01: libarchive Security Update
New libarchive packages are available for Slackware 15.0 and -current to fi...
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 2024:1163-1 moderate: kubernetes1.23
* bsc#1219964 Cross-References: * CVE-2024-0793 ...
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 2024:1164-1 moderate: kubernetes1.23
* bsc#1219964 Cross-References: * CVE-2024-0793 ...
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 2024:1165-1 moderate: kubernetes1.23
* bsc#1062303 * bsc#1219964 Cross-References: * CVE-2024-0793 ...







				
				 [image: Dist Suse]Apr 08, 2024
 2024:1166-1 moderate: kubernetes1.23
* bsc#1219964 Cross-References: * CVE-2024-0793 ...
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 2024:1167-1 important: nghttp2
* bsc#1221399 Cross-References: * CVE-2024-28182 ...
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 Django vulnerability
Django accounts could be hijacked through password reset requests....







				
				 [image: Dist Suse]Apr 08, 2024
 2024:1099-1 moderate: libvirt
* bsc#1214223 * bsc#1216980 * bsc#1220512 * bsc#1221237 * bsc#1221468 ...
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 2024:1100-1 moderate: libvirt
* bsc#1221749 * bsc#1221815 Cross-References: * CVE-2024-2494 ...
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Must Read Articles
[image: 11.Locks IsometricPattern Esm H320]Anatomy of a Linux Ransomware Attack				
					4 - 7 min read					
				

Ransomware has dominated cybersecurity news headlines for the past decade, and for good reason. Through a combination of advanced encryption and

[image: 1.Penguin Landscape Esm H320]How Secure Is Linux?				
					4 - 7 min read					
				

Choosing the safest operating system (OS) is a key determinant of your online security. After all, this software manages the memory and processes

[image: 31.Lock DigitalRoom Thumbnail Esm H320]Is Linux A More Secure Option Than Windows For Businesses? 				
					5 - 9 min read					
				

Security is one of the most critical factors considered when choosing an OS. General expert consensus says that Linux is the most secure OS by

[image: 27.Tablet Connections Blocks Lock Esm H320]Top Tips for Securing Your Linux System  				
					6 - 11 min read					
				

Linux servers are at greater risk than ever. While only a few years ago Linux users could count themselves as the “lucky few” who didn’t have to

[image: 20.Lock AbstractDigital Circular Esm H320]Best Secure Linux Distros for Enhanced Privacy & Security				
					6 - 11 min read					
				

As we transition to an increasingly digital society, privacy and security, have become areas of central concern – not a day goes by that we aren’t

[image: 22.Lock ScreenEffect Esm H320]The Truth About Linux Malware & How to Protect Your System				
					8 - 16 min read					
				

If you’ve been keeping up with the latest IT security news, you may have noticed the increase in the number of attacks on network security within

[image: 11.Locks IsometricPattern Esm H320]Anatomy of a Linux Ransomware Attack				
					4 - 7 min read					
				

Ransomware has dominated cybersecurity news headlines for the past decade, and for good reason. Through a combination of advanced encryption and

[image: 1.Penguin Landscape Esm H320]How Secure Is Linux?				
					4 - 7 min read					
				

Choosing the safest operating system (OS) is a key determinant of your online security. After all, this software manages the memory and processes

























News
[image: 7.Locks HexConnections Esm H320]Hacked VMs Reveal New Attack Risks				
					2 - 3 min read					
				
08 April 2024

Researchers have exposed new and sophisticated types of attacks that endanger the security and confidentiality of virtual machines (VMs). Two

[image: 19.Laptop Bed Esm H320]CoCo VMs Will Now Panic If RdRand Is Broken in Linux 6.9				
					2 - 3 min read					
				
08 April 2024

A significant change has been merged into the x86 fixes for Linux 6.9, requiring the seeding of RNG (Random Number Generation) with RdRand for CoCo

[image: 32.Lock Code Circular Esm H320]The XZ Utils Linux Backdoor: How It Happened & What We Can Learn				
					2 - 3 min read					
				
07 April 2024

The alarming discovery of a backdoor in the xz data compression library , which had the potential to compromise Linux systems, has dominated recent

[image: 11.Locks IsometricPattern Esm H320]Latest Ubuntu Beta, Other Linux Distro Releases Delayed by xz-utils Vuln				
					1 - 2 min read					
				
05 April 2024

The recent security issue with xz-utils has delayed the latest Ubuntu beta release and other major Linux distros. The delay follows the discovery of

[image: 5.ShakingHands Esm H320]German State Abandons Microsoft for Linux and LibreOffice				
					2 - 3 min read					
				
05 April 2024

The German state, Schleswig-Holstein, has decided to move away from proprietary software, such as Windows and Office, to open-source alternatives ,

[image: 31.Lock DigitalRoom Esm H320]New GitHub Actions Enhancements Boost Security & Power				
					2 - 4 min read					
				
03 April 2024

Recent enhancements have been made to GitHub Actions , a feature of GitHub that enables automation and CI/CD processes for developer teams. The

[image: 28.Lock Globe Esm H320]OWASP Discloses Data Breach Attributed to Wiki Misconfiguration				
					2 - 3 min read					
				
03 April 2024

A recent data breach incident disclosed by the OWASP Foundation due to a wiki misconfiguration highlights a critical concern for security

[image: 34.Key AbstractDigital Esm H320]The Rise of Linux Ransomware Targeting IoT Devices: Implications & Considerations				
					1 - 2 min read					
				
02 April 2024

Ransomware targeting Linux systems is a growing threat, particularly in IoT ecosystems. Cybersecurity analysts are presenting live forensic










Contribute to LinuxSecurity

Don’t sit on the sidelines of history. Join the Linux Security community
 and write real news & articles about Linux that matters the most.
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HOWTOs
[image: 18.WifiCutout Landscape Esm H320]How to Install Metasploit Framework on Ubuntu 22.04				
					1 min read					
				
06 April 2024

Network admins must scan for security vulnerabilities and patch them promptly to prevent attacks and security breaches. Metasploit is an open-source

[image: 2.Motherboard Esm H320]How To Improve Linux Kernel Security for Embedded Systems				
					1 min read					
				
01 April 2024

Securing the Linux kernel in embedded systems is critically important, as these systems are widely used in various industries, ranging from IoT

[image: 10.FingerPrint Locks Esm H320]How To Safeguard Online Privacy & Anonymity with Tails OS				
					1 min read					
				
01 April 2024

Tails (The Amnesic Incognito Live System) is a free and open-source operating system that prioritizes online privacy and anonymity. Key features and

[image: 13.Lock StylizedMotherboard Esm H320]How To Update Signatures on Linux Endpoints with Offline Security Intelligence Update				
					1 min read					
				
01 April 2024

Microsoft has announced that Offline Security Intelligence Update is now in Public Preview. According to Microsoft, "Organizations can now update

[image: 19.Laptop Bed Esm H320]How To Use sudo Insults to Add Spice to Incorrect Password Attempts				
					1 min read					
				
29 March 2024

"The life of an admin doesn't have to be dry. For example, when a user enters a wrong password, why not respond with a message that says, 'You're

[image: 31.Lock DigitalRoom Esm H320]5 Linux File and Folder Management Commands You Need to Know				
					1 min read					
				
26 March 2024

Linux offers over 1,000 commands for a simple service. This number increases when you move to the desktop. In Pop!_OS, for example, /usr/bin has

[image: 19.Laptop Bed Esm H320]Linux: Run a Single Command across Multiple Servers with SSH				
					1 min read					
				
23 March 2024

"You don't always need third-party software to control multiple Linux servers — not when a bit of scripting magic can get the job done."

[image: 21.Globe RadiatingCode Esm H320]Linux Supply Chain Validation Cheat Sheet				
					1 min read					
				
21 March 2024

Linux offers several tools and techniques to users that enable them to search systems for information on hardware and firmware. This information
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Sign up to get the latest security news affecting Linux and 
open source delivered straight to your inbox
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